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Activity E3-1:Categories of IT Control
Listed below are some IT controls
For each IT control tick one of the control types and implementation methods that describe it most accurately.
	IT Control
	Control type
	Implementation method

	
	Pr
	D
	C
	A
	P
	L

	There is a written Acceptable Use Policy (AUP) for use of the Internet
	
	
	
	
	
	

	FMIS produces an exception report of all possible duplicate payments and these are investigated
	
	
	
	
	
	

	Input is re-input if it is found to be inaccurate
	
	
	
	
	
	

	The computer room is protected by a number pad lock
	
	
	
	
	
	

	Smoke alarms provide warning of fires
	
	
	
	
	
	

	Fire-control sprinklers are installed in the computer room
	
	
	
	
	
	

	Data held on users PC is backed-up automatically
	
	
	
	
	
	

	An automatic alert system sends the IAD an email if login details are entered incorrectly > 3 times 
	
	
	
	
	
	

	Software is implemented to enable data restoration from back-up files
	
	
	
	
	
	



	Control type
	
	Implementation method

	Pr=Preventative
	
	A=Administrative

	D=Detective
	
	P= Physical

	C=Corrective
	
	L=Logical/System



(Time: 10 minutes + 5 minutes feedback)
Model answer
Activity E3-1: Categories of IT Control
	IT Control
	Control type
	Implementation method

	
	Pr
	D
	C
	A
	P
	L

	A written Acceptable Use Policy (AUP) for use of the Internet
	*
	
	
	*
	
	

	FMIS produces an exception report of all possible duplicate payments and these are investigated
	
	*
	
	*
	
	

	Input is re-input if it is found to be inaccurate
	
	
	*
	*
	
	

	The computer room is protected by a number pad lock
	*
	
	
	
	*
	

	Smoke alarms provide warning of fires
	
	*
	
	
	*
	

	Fire-control sprinklers are installed in the computer room
	
	
	*
	
	*
	

	Data held on users PC is backed-up automatically
	*
	
	
	
	
	*

	An automatic alert system sends the IAD an email if login details are entered incorrectly > 3 times 
	
	*
	
	
	
	*

	Software is implemented to enable data restoration from back-up files
	
	
	*
	
	
	*


Key:
	Control type
	
	Implementation method

	Pr=Preventative
	
	A=Administrative

	D=Detective
	
	P= Physical

	C=Corrective
	
	L=Logical/System



NB In a later session we will discuss how to achieve strong control by mixing control types and methods of implementation.


Activity E7-1: Identifying IT Assets
Complete the correct row of the IT Asset and Risk Assessment Form using the information below.
Only the first four columns of the Form should be completed at this stage.
In Department Y there are:
· 6 PCs within the Department located on the Director’s Room and Offices 1, 2 3 & 4 (2 machines)
· 13Laptop computers are located throughout the Department (Director(1) + Dep. Dir.( 4) + chief officer (3) + vice chief officer (5))
· 2 Model: DP-8-8KL (liquid) fire extinguishers located in Office 1
· Office 4 maintains a spread sheet containing a financial statement of the Department’s income and expenditure that is used in the preparation of the Government accounts.
· A kettle, cups and saucers and cutlery
· An MS-ACCESS business database containing records of laws and regulations (Administration Office)
(Time: 10 minutes +5 minutes feedback)

Model Answer
Activity E7-1: Identifying IT Assets

	IT Asset Category (1)
	Brief Description of
IT assets (2)
	Quantity (3)
	Location (4)
	W/P Ref.

	IT Environment
	
	
	
	

	Fire protection
	Model: DP-8-8KL (liquid) fire extinguishers
	2
	Office 1
	

	Hardware
	

	Desktop PCs
	Various standalone PCs
	6
	Office 1
	

	Laptops/Mobile devices
	Various
	13
	Director(1) + Dep. Dir.( 4) + chief officer (3) + vice chief officer (5)
	

	Digital assets
	

	Business databases
	MS-ACCESS database containing records of laws and regulations
	1
	Admin Office
	

	Electronic financial statements
	Monthly financial statement using MS-Excel
	1
	Office 4
	



NB: Wherever possible the existence and nature of IT assets should be supported by written evidence. The above Form should include references to supporting working papers where relevant.


Activity E8-1: ITAsset Risk Assessment
IT Risk
IT risk is a combination of the likelihood and the significance that an event might occur that will impact upon critical IT assets and the achievement of business objectives.
Risk assessment
The assessed likelihood and impact of a risky event occurring has been assessed as:
	IT Asset
	Confidentiality
	Integrity
	Availability

	
	
	
	
	
	
	

	Fire protection
	L
	L
	L
	L
	H
	H

	Desktop PCs
	H
	H
	H
	H
	H
	H

	Laptop PCs
	H
	H
	H
	H
	H
	H

	Business database
	M
	M
	H
	H
	H
	H

	Financial statement
	M
	M
	H
	H
	H
	H



Documenting risk
Document this information in the last three columns of the IT Asset and Risk Assessment Form in the correct row for the IT asset concerned.
(Time: 10 minutes +5 minutes feedback)


Model Answer
Activity E8-1: IT Asset Risk Assessment

	IT Asset Category (1)
	Brief Description of
IT assets (2)
	Quantity (3)
	Location (4)
	W/P Ref.
	Confidentiality Accuracy and Availability requirements

	IT Environment
	
	
	
	
	Con.
	Acc.
	Av.

	Fire protection
	Model: DP-8-8KL (liquid) fire extinguishers
	2
	Office 1
	
	L
	L
	H

	Hardware
	

	Desktop PCs
	Various standalone PCs
	6
	Office 1
	
	H
	H
	H

	Laptops/Mobile devices
	Various
	13
	Director(1) + Dep. Dir.( 4) + chief officer (3) + vice chief officer (5)
	
	H
	H
	H

	
Digital assets
	

	Business databases
	MS-ACCESS database containing records of laws and regulations
	1
	Admin Office
	
	M
	H
	H

	Electronic financial statements
	Monthly financial statement using MS-Excel
	1
	Office 4
	
	M
	H
	H




Activity E11-1: I.T. Health Check
A review of existing controls shows that:
IT Infrastructure: The offices of the Department are within the guarded MEF and the server room is locked when unmanned.
IT Environment: All IT equipment is protected by UPS from power fluctuations. However, there is no fire detection or alarm equipment.
Hardware:
a) The format of the existing inventory does not require that serial numbers be recorded and this could be improved to record IT assets.
b) There are no restrictions on the use of non-business software.
c) Arrangements for updating anti-virus software do not provide full protection to hardware.
IT Service Assets:  Rules for the acceptable use of the Internet and Email have not yet been formulated although staff has been trained in to use these..
Digital data: Backups are kept in a locked drawer on-site.
Complete the ‘Audit Comment’ column of the IT Health Check Form.
(Time: 20 minutes +5 minutes feedback)



Model answer
Activity 11-1: I.T. Health Check (Extract)
	Points to consider
	Key assertions
	Audit comment on control design and/or operation
	Ref. to Audit Memorandum

	IT Infrastructure
	Buildings containing critical IT assets are protected from unauthorised access.
	Yes. IAD is within the guarded MEF and the server room is locked when unmanned.
	 

	IT Environment
	Potential loss from the following is minimised:
-Natural disasters e.g. cyclones?
-Fire and smoke?
-Flooding of water?
-Power fluctuations?
	Partly. All IT equipment is protected by UPS from power fluctuations. 

No fire detection or alarm equipment is located within the IAD including the main computer room.


	 

	IT hardware
	
See Audit Programme: PCs, Laptops and Spread sheets
	
See Audit Programme: PCs, Laptops and spread sheets
	 

	IT service assets
	Rules for the acceptable use of IT assets have been identified, documented, and implemented (e.g. Internet and Email use) .
	Partly. Guidelines, procedures and user awareness training for the IT security of PCs and laptops have not yet been developed. However, staff has been trained in the use of Internet and Email.
	 

	
	Username/passwords are never shared.
	OK. (NB Users are advised to reset their password after PC maintenance).
	 

	Digital data
	Back-ups are stored securely off-site
	Partly. Backupfiles held securely on-site.
	 





Activity E12-1: Audit Program:PC and spread sheets
Audit tests show that:
There is positive use of software to inhibit unauthorised access password and screen server although controls are not written.
A password is required to access each PC (but numeric only)
No written guidance or procedure issued to staff although users seem aware of virus risks. The monthly budget execution spread sheet is not password protected.
The Worksheet and Cell protection functions of MS Excel are not used to protect against unauthorised amendment.
Complete the Audit Program: PC and spread sheet evaluation Form with the above information.
(Time: 15 minutes + 5 minutes feedback)



Model answer
Activity 12-1: Audit Program: PC and spread sheets (Extract)
	Audit Test(s)
	Audit comment on control design and/or operation

	Identify the software controls used to inhibit unauthorised access (logon and passwords, screen savers etc.).
	There is positive use of software to inhibit unauthorised access password and screen server although controls are not written.

	Test check logon procedures.
	A password is required to access each PC (but numeric only)

	Ask whether guidance has been issued to staff on virus risks and test that users are aware of the procedures.
	No written guidance or procedure issued to staff although users seem aware of virus risks.

	Check that critical spread sheets are password protected to control the viewing and changing of files. 
	No The monthly budget execution spread sheet is not password protected.

	For critical spread sheet files check that the protection feature prevents the accidental change of formulae.
	The Worksheet and Cell protection functions of MS Excel are not used to protect against unauthorised amendment.





Activity 13-1: Existing Computer Applications
The table below contains a selection of application controls. In the table below indicate whether each of the controls is an input, processing or output control.

	Finding
	Input
	Processing
	Output

	Regulation require that all data entered to the application is authorized.
	
	
	

	A before image copy of the database is taken and run for comparison with the production update
	
	
	

	The application checks for duplicate invoice numbers and amounts
	
	
	

	The application produces a report of routines run and this is checked regularly
	
	
	

	In order  to use the application each user must input a unique user ID/password combination
	
	
	

	The application will not allow two payroll payments to be made to the same employee within a pay period
	
	
	

	Each application produces a control report that is reconciled when data is transferred
	
	
	

	Users maintain a report distribution schedule
	
	
	

	The application produces an exception report of suspense account transactions and this is checked and cleared. 
	
	
	

	Invoices are gathered together in batches for authorisation.
	
	
	


(Time: 10 minutes +5 minutes feedback)
Model answer
Activity 13-1: Existing Computer Applications
	Finding
	Input
	Processing
	Output

	Regulation srequire that all data entered to the application is authorized
	*
	
	

	The application applies a reasonableness check to payroll payment values
	
	*
	

	The application checks for duplicate invoice numbers and amounts
	*
	
	

	The application produces a report of routines run and this is checked regularly
	
	*
	

	In order  to use the application each user must input a unique user ID/password combination
	Neither- this is an application security control

	The application will not allow two payroll payments to be made to the same employee within a pay period
	
	*
	

	Each application produces a control report that is reconciled when data is transferred
	*
	
	*

	Users maintain a report distribution schedule
	
	
	*

	The application produces an exception report of suspense account transactions and this is checked and cleared. 
	*
	
	

	Invoices are gathered together in batches for authorisation
	*
	
	



[bookmark: _GoBack]Note: The majority of the controls can be audited by non-specialists.
