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Glossary of Terms

	Access controls
	Controls that limit the use of programs and data files to authorised persons.

	Alpha-numeric
	The character sets made up of letters, digits and special characters ($,",etc.).

	Application (Software)
	Software designed to fill specific needs of a user; for example, software for navigation, payroll, or process control.

	Application controls
	Internal control procedures over specific application systems to provide assurance that all transactions are authorized and recorded and that they are processed completely, accurately and on a timely basis resulting in defined outputs.. 

	Application review
	Audit procedures to document an application and evaluate the internal controls.

	[bookmark: audit]IT Audit
	Systematic, independent and documented process for obtaining audit evidence and evaluating it objectively to determine the extent to which IT audit criteria are fulfilled.

	IT Auditor
	Person with competence to plan, conduct and report on IT audit work.

	Audit trail
	Data used to trace the transactions that have affected the contents of a record. An audit trail includes who made the change and when was the change made (date and time).

	Authentication
	The verification of the identity of a person or process. The most common form of authentication is typing a user name and a password that is presumed to be known only to the individual being authenticated.

	Back-up
	A spare copy of a file, file system, or other resource for use in the event of failure or loss of the original.

	Back-up and Recovery
	The ability to copy and recreate the processing environment and records if necessary.

	Baseline
	A basis for comparison; a reference point against which other things can be evaluated e.g. security baseline.

	Biometric
	A method of identifying an individual’s identity based on measurements of the individual’s physical feature(s) or repeatable action(s) where those are both unique to that individual and measurable.

	Change
	Any form of alteration to components of a computerized system, e.g. hardware, software and procedures.

	
Change Control
	The processes, authorities for, and procedures to be used for all changes that are made to the computerized system and/or the system’s data.

	Cloud computing
	The use of computing resources (hardware and software) that are delivered as a service over a network (typically the Internet). Cloud computing entrusts remote services with a user's data, software and computation

	Commercial-Off-The-Shelf (COTS)
	Software product available for purchase and use without the need to conduct development activities e.g. FMIS.

	Confidentiality
	Preventing unauthorized access.

	Computerized System
	A process or operation integrated with a computer system. Includes hardware, software, peripheral devices, personnel, and documentation; e.g. manuals and Standard Operating Procedures.

	Configurable software
	Configurable software provides standard interfaces and functions that enable the user to define specific business processes and controls.

	Configuration
	The arrangement of a computer system or component as defined by the number, nature, and interconnections of its constituent parts. 

	Contingency Plan
	Contingency Plan describes how the user community will handle disruption situations in order to secure important or critical operations.

	Controlled document
	Controlled document means that there shall be a complete version control for the document. Documents shall be signed (handwritten or electronically) and dated during authorization, and old versions shall be obsolete, yet stored for retrieval when needed. Access to editing and approval / authorization is limited to certain persons / roles.

	Corrective action
	Action to eliminate the cause of a detected non-conformity or other undesirable situation.

	Critical Error
	Error leading to data corruption or major data loss so that test results are doubtful or the basis for testing is destroyed.

	Data
	Numbers, characters, images, or other method of recording, in a form which can be assessed by a human or input into a computer. Data on its own has no meaning, only when interpreted by some kind of data processing system does it take on meaning and become information..

	Data Migration
	Moving data from one (often current) system to another (often new) system. 

	Disaster Recovery Plan
	The Disaster Recovery Plan specifies immediate actions in case of a disaster situation. The purpose of the Disaster Recovery Plan is to be able to handle a disaster as smoothly and efficiently as possible.

	Electronic Record
	Any combination of text, graphics, data, audio, pictorial, or other information representation in digital form that is created, modified, maintained, archived, retrieved, or distributed by a computer system.

	Electronic Signature
	A personal and private code to be used as the equivalent of a handwritten signature. A scanned-in version of the signature is defined as a digital signature, and has nothing to do with electronic signatures, even if it is a signature that is stored electronically.

	Error
	A discrepancy between a computed, observed, or measured value or condition and the correct value or condition.

	GAP analysis
	Comparison of desired state to actual state of computerized systems.

	Hard disk
	A magnetic disk data storage device where the disks are rigid and fixed to a central axle. Most hard disks are permanently connected to the drive (fixed disks) though there are also removable hard disks.

	Hardware
	Any physical element used in a computer system. Physical equipment, as opposed to programs, procedures, rules, and associated documentation.

	Implementation
	The process of translating a design into hardware components, software components, or both.

	Infrastructure
	System of facilities, equipment and services needed for the operation of an organization. See also IT infrastructure.

	Input
	a. Data to be entered into a computer for processing. 
b. The process of introducing data into the internal storage of a computer.

	Input device
	A peripheral used to transfer data from the outside world into a computer system e.g. keyboard, mouse, touch screen, microphone.

	Integrity
	Preventing or detecting unauthorized modification of information.

	Interactive
	Pertaining to a system or mode of operation in which each user entry causes a response from or action by the system. Contrast with batch.

	Interface
	A point of communication between two or more processes, persons, or other physical entities.

	IT Infrastructure
	Network, servers, printers, clients, etc., see also Infrastructure.

	Legacy Systems
	Previously computerized systems may have been implemented without being validated to today’s standard. These are regarded as systems that have been established and in use for some considerable time.

	Local Area Network (LAN)
	A communications network that serves users within a confined geographical or organisational area. It is made up of servers, workstations, a network operating system, and a communications link. 

	Log in
	To start a session with a system, usually by giving a user name and password as a means of user authentication. Also known as "login", "log on", and "logon".

	MegaHertz (MHz)
	Millions of cycles per second. The unit of frequency used to measure the clock rate of modern digital logic, including microprocessors

	Network (computer)
	A collection of computers and other hardware interconnected by communication channels that allow sharing of resources and information.

	Objective Evidence
	Data supporting the existence or verity of something. May be obtained through observation, measurement, test or other means.

	Operating System (OS)
	Software (usually) that controls the execution of programs, and that provides services such as resource allocation, scheduling, input/output control, and data management.

	Output
	Data transferred from a computer system to the outside world via some kind of output device.

	Output device
	Electronic or electromechanical equipment connected to a computer and used to transfer data out of the computer in the form of text, images, sounds or other media to a display screen, printer, loudspeaker or storage device. 

	Password
	A character string that enables a user to have full or limited access to a system or to a set of data.

	Peripheral Devices
	Equipment that is directly connected a computer. A peripheral device can be used to input data; e.g., keypad, or to output data; e.g., printer.

	Personal computer (PC)
	A general-purpose single-user microcomputer designed to be operated by one person at a time.

	Platform
	The hardware and software which must be present and functioning for an application program to run [perform] as intended. .

	Positive Testing
	Test that the system does what should be allowed by the system.




	Preventive Action
	Action to eliminate the cause of a potential non-conformity or other desirable potential situation.

	
Processing
	Performing some predefined sequence of operations on an input to produce an output.

	Procurement
	The process of purchasing (in this case) a computerized system. 

	Random-access memory (RAM)
	A storage device for which the order of access to different locations does not affect the speed of access unlike e.g. a hard disk that requires physical movement to access data. Data held within RAM is usually deleted when power is switched off.

	Release
	A particular version of a configuration item that is made available for a specific purpose.

	Requirement
	Need of expectation that is stated, generally implied or obligatory.

	Review
	Activity undertaken to determine the suitability, adequacy and effectiveness of the subject matter to achieve established objectives.

	Risk
	A measure of the probability and severity of undesired effects. Often taken as the simple product of probability and consequence.

	Risk Analysis
	Systematic use of available information to identify hazards and to estimate the risk.

	Risk Assessment
	A comprehensive evaluation of the risk and its associated impact.

	Risk Control
	Process through which decisions are reached and protective measures are implemented for reducing risks to, or maintaining risks within, specified levels.

	Risk Evaluation
	Judgment, on the basis of risk analysis, of whether a risk which is acceptable has been achieved in a given context.

	Risk Management
	Systematic application of management policies, procedures and practices to the task of analyzing, evaluating, and controlling risk.

	Security
	Protection against unauthorized access to, alteration of, and loss of the availability of, information and system resources. 

	Security Testing
	Testing various security aspects of the system.

	Site Acceptance Test
	Contractual test (supplier-purchaser) usually performed by purchaser/user organization.

	Software
	Programs, procedures, rules, and any associated documentation pertaining to the operation of a system. Contrast with hardware. 

	Software Life Cycle
	Period of time beginning when a software product is conceived and ending when the product is no longer available for use. The software life cycle is typically broken into phases denoting activities such as requirements, design, programming, testing, installation, and operation and maintenance. 

	Specification
	Document stating requirements.

	Spread sheet
	A document that stores data in a grid of horizontal rows and vertical columns.

	[bookmark: SOPs"]Standard Operating Procedure (SOP)
	Written procedures [prescribing and describing the steps to be taken in normal and defined conditions], which are necessary to assure control of production and processes.




	
Supplier (also Vendor)
	A person or an organization that provides software and/or hardware and/or firmware and/or documentation to the user for a fee or in exchange for services.

	
System Description
	Identification of the software with details on use, logical / technical diagrams, etc., as appropriate. 

	System Life Cycle
	The course of developmental changes through which a system passes from its conception to the termination of its use.

	Test Environment
	A dedicated system used for testing and segregated from the production system.

	Uninterrupted Power System (UPS)
	Extra power systems that switch on immediately during electric power failure.

	User
	Any person, organization, or functional unit that uses an information system for the purpose of data processing. 

	UserID
	The ‘name’ of the user in the computer system. This can be the full name or e.g. comprising of the initials.

	[bookmark: URS]User Requirements Specification (URS)
	A document describing what the user needs.

	Wide Area Network (WAN)
	A communications network that covers wide geographic areas such as states and countries.



